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1	Decision/action requested
Endorse the recommendation on UE capabilities indication in UPU
2	References
[1] S3-212736
[2] S3-212634
3	Rationale
There are two DPs proposed in last meeting: S3-212736 and S3-212634. Both DP share the same view that the UE capabilities indication shall be protected from tapering and discarding.
There is a NOTE in S3-212736: 
NOTE 3:	It is expected that the verification of the UPU-MAC-IAUSF in step 6 can be successful also with pre Rel-17 UEs as at this stage the UE does not check the content of the UPU data container. It is also expected that a pre Rel-17 UE will then ignore the UE Capabilities Request Indicator within the UPU data container. It is not specified how the UE reacts upon reception of a UPU data container including the ACK indicator but without the request for update of any of the UPU parameters supported in Release 15. In this case, a pre Rel-17 UE may or may not send the ACK response to the UDM.   
For legacy UEs, as there is no UPU parameters, UE may NOT respond, as the NOTE suggested. In this case, UDM has no way to infer the reason why no UE capabilities are returned, it could be a legacy UE, and could because VPLMN just dropped UE capabilities returned by a Rel-17 UE. It is unclear what should be the effect of no response at the UDM. Therefore, the UE capabilities indication cannot be well protected.
4	Discussion
To protect the UE capabilities indication from discarding, the UDM should be able to differentiate whether the unsuccessful result is caused by legacy UEs or malicious vPLMN clearly. Therefore, the procedures and actions used for this new feature should be supported by legacy UEs and vPLMNs. Otherwise, the unsuccessful result can be caused by either legacy AMFs or legacy UEs.
Alternative-1 cannot work in case of leacy UEs as the pre Rel-17 UE may not send the ACK response to the UDM.
Alternative-2 cannot work in case of leacy AMFs as the pre Rel-17 AMF may not send the received container to the UDM.
Considering that the SoR can be an empty container and even a pre Rel-17 UE can react to an empty SoR with a protected ACK. Therefore, SoR procedure can be used to securely retrieve a protected indication from UE by the HPLMN.
4.2 	Recommendation
Since both alternative-1 and alternative-2 cannot work in some cases. It is proposed to send a LS to CT1 and SA2 with SoR procedure being the agreed solution by SA3. 
